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80: 129 /UBND-VH&TT Thuiy Nguyén, ngay 17 thang 01 ndm 2023

VIV téng cudng cong tac bao dam an toan
thong tin mang trong thot gian Tét
Nguyén dan Quy Mao 2023

Kinh guri:
- Cac phong, co quan, don vi;
- Uy ban nhan dan céc xa, thi tran;

Thyc hién Cong vin s0 B5/STTTT-CNTT ngay 12/01/2023 cua So Thong
tin va Truyén thong Ve tang cuong cong tac bao dam an toan thong tin mang trong
thot gian Tét Duong lich va Tét Nguyén dan Quy Mao 2023.

Nham phong, chéng nguy co mat an toan théng tin mang xay ra trong thoi
gian Tét Nguyén dan Quy Mio 2023, Uy ban nhan dén huyén giao va yéu cau cac
phong, co quan, don vi va Uy ban nhan dan cac x4, thi tran thuc hién mot sd noi
dung trong tam sau:

1. Chu dong ra soat, xtr 1y, trién khai cac giai phap nham khéc phuyc triét dé
cac 16 héng an toan thong tin mang, dac biéct 1a cac 16 héng da dugc B Thong tin
va Truyén thong canh bao (nhu 16 hong bao mat trong FortiOS va FortiProxy tai
vin ban sd 1547/CATTT-NCSC ngay 10/10/2022, 16 hong bao mat zero-day
Microsoft Exchange tai van ban sd 1485/CATTT-NCSC ngay 30/9/2022, 15 hong
bao mat trong cic san pham Microsoft tai van ban 2035/CATTT-NCSC ngay
14/12/2022,...) va chu dong thyc hién san ling mdi nguy hai tiém an trong hé
thong.

2. T6 chue luc luong tai chd tryc giam sat, hd trg, tng ctru va khic phuc su
cb an toan thong tin mang 2417, trién khai cac bién phap k¥ thuat 6 mtrc cao nhit
nham phat hién, ngin chin tan cong mang, phat tan thong tin xau doc; yéu cau don
vi, doanh nghiép dang cung cip dich vu an toan thong tin mang (néu c0) cam két va
b tri lue lugng giam sat va bao v¢ cac hé thong, bao dam duy tri, két noi, kip thot
chia sé théng tin véi S& Thong tin va Truyén thong 1a dau mdi, phdi hop véi Cuc
An toan thong tin (B6 Thong tin va Truyén thong).

3. Chu dong t6 chirc hoat dong Umg clru su ¢d an toan thong tin mang cho
cac hé thong thudc pham vi quan ly nham phét hién, ngan chin, xtr 1y va khac phuc
kip thoi sy cd an toan thong tin mang; thyc hién nghiém tic va kip thoi cac giai
phap theo yéu cau ctia B6 Thong tin va Truyén thong va co quan chirc ning co
thim quyén.

4. Khi gap su ¢ hodc ¢ van dé phat sinh, can hd trg xir ly, dé nghi lién hé
ngay v&i Bo Thong tin va Truyén thong (Cuc An toan thong tin) qua cac dau moi
sau day:
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- Trung tAm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC):
dién thoai (024) 3640.4421 hodac so di¢n thoai tryc dudong day néng tng ctru sy co
086.9100.317, email: ir@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) dién
thoai: (024) 3209.1616 hoic s6 dién thoai truc dudng day nong hd trg giam sat,
canh bdo sdém 033.6666.905, thu di¢n tr: ais@mic.gov.vn.

- S& Théng tin va Truyén thong: 6ng Nguyén Pong Huy (Truong Phong Ha
tAng k¥ thuat va An toan thong tin - Trung tim Thong tin va Truyén thong, s6 dién
thoai 0984.462472).

Yéu cau phong, co quan, don vi, Uy ban nhan dan cac x4, thi trdn nghiém
tdc trién khai thuc hién./.
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